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The Project



In-House Development and Maintenance 
e-Register available on Kentucky SOS website since 2015.
Plan to develop and implement e-Apostille, update the e-

Register, and adopt a single certificate began in January 2023.
In-house IT development team designed our program within 

our own integrated desktop environment (IDE).
Consulted the Hague Permanent Bureau, the US Department of 

State, the United Kingdom Competent Authority, Montana SoS, 
and various Digital Certificate Authorities for best practices.
Fully implemented e-Apostille program in May 2024.
Any system errors or oddities are addressed and resolved 

quickly by in-house IT development team.



Development Software 
Microsoft Visual Studio Enterprise 2022
Microsoft SQL Server Management Studio 
Tyler Technologies (TPE) payment processor
Component One
iTextSharp 
PdfSharp
SSL Digital Certificate
Adobe 
Trend Micro Endpoint security
Amazon Web Services Perimeter firewalls



The Process



Workflow
e-Apostille request with PDF uploaded through our website. 
Confirmation email is generated upon submission.
Request appears in queue to staff with other records requests.
PDF is manually-reviewed by staff in IDE for signature comparison
 If accepted for certification, e-Apostille is generated programmatically.

• The allonge is merged into the underlying PDF as the first page, any pre-existing 
digital certificates are removed to avoid possible confusion, and file is locked.

• The PDF is electronically signed with our official AATL (Adobe Approved Trust 
List)-recognized root digital certificate from SSL.com. 

• The PDF will identify the SOS electronic signature and display “signed and all 
signatures valid” at the top in any PDF reader upon opening and visual inspection.

• The statutory fee of $5 is paid electronically (our cost per transaction is still below $5).
 If the document is not acceptable for apostillization, the requestor will receive an email 

notification outlining the deficiency.
 In most cases, e-Apostille requests are processed the same day they are received.



Security Protocols
Enterprise level perimeter firewalls to protect outside attacks on data 

storage already included in cloud service.
Malware detection for uploaded .pdfs both in the intake and in the 

verification tool cheap and readily-available.
MD5 algorithm is a free .NET code software library  from Microsoft Visual 

Studio for file verification under System.Security.Cryptography which is 
built into System.Web.UI.Page.
Digital certificates—questionable value proposition (authentic DCs from 

notaries may not appear in the visual presentation or worse, may actually 
raise suspicion).
Secure AD group policy, Trend Micro Endpoint security, COT / AWS 

perimeter firewalls, and network policies that follow industry standards 
and best practices.



E-Apostille Request Web Page Screen



E-Apostille Request Submission



Confirmation Email



Issuance of e-Apostille



E-Apostille Request Appears in 
Staff’s Record Request Queue 



Signature Comparison by Office Staff



In-House IDE Apostille Wizard



Approving E-Apostille Request



E-mail Delivery of e-Apostille and Receipt



Allonge Appears Identical to Paper Apostille



Signature Panel Reveals 
Digital Certificate Details



Outside the Box Language and 
Unique e-Apostille Disclaimer



e-Register



Verification of an e-Apostille PDF 
on Kentucky SOS website

Apostilles and authentications issued by our office may be 
verified on our website by clicking on the hyperlink in the 
language below the box.
e-Apostilles may be further validated simply by dragging and 

dropping the PDF attachment directly from the email to the file 
upload prompt.
An MD5 algorithm performs a hash comparison of the 

uploaded file to the document that was apostillized.
The validation tool will indicate if the document has been 

tampered with in any way since being apostillized.









Our Experience So Far
173 e-Apostilles (mostly translation transcripts); 0 Rejections.
Nominal costs of software, digital certificates, and development time.
“Locked-down” PDF e-Apostille with e-Register file comparison is infinitely 

more secure and “tamper evident” than a staple or grommet in a paper 
apostille.
No delay or costs from printing, no toner, no certificate paper, no special gold 

seal stickers, no postage costs. 
Paper apostille may be more expensive and time-consuming, can be lost, 

damaged, or forged with page substitutions after issued (i.e., an e-Register 
will validate if allonge and official signature match).
Encouraging our sister agencies to issue electronic versions of records and 

maintain their electronic signatures on file to expand the issuance of e-
apostilles for birth, death, marriage, and divorce certificates (security paper 
with “void” watermark is a common problem).



Thank You!

Please feel free to contact us directly with additional questions, 
concerns, or suggestions.  

Michael Wilson – Executive Director of Business Services 
   Deputy General Counsel
michael.wilson@ky.gov
(502) 782-7422

Johnna Ballinger - Administrative Section Supervisor
johnna.ballinger@ky.gov or sosapostilles@ky.gov 
(502) 782-7442
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