iSupport  		Db Initializer



iSupport Case Management Project
Db Initializer
Design Specification Document







Db Initializer – Supporting Tool for iSupport


Version No. 2.0
Feb 12, 2019




iSupport – Db Initializer


                Page - ii	Last Updated: Feb 12, 2019
Revision History

	Revision
Date
	Version
No.
	Updated By
	Requested By
	Description of Revision

	26 June 2018
	1.0
	Protech solutions Inc.
	iSupport
	Initial version 

	12-Feb-2019
	2.0
	Protech Solutions Inc.
	iSupport
	Updated with Data Migration

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	
















Table of Contents

1.	Currency Loader	6
1.1 Purpose	6
1.2 Process Description	6
1.3	Input File(s)	7
1.1.1	File Layout	7
1.1.2	Mapping table	8
1.4 Database Objects	8
2.	Script Executor	9
2.1 Purpose	9
2.2 Process Description	9
3.	FormXSL Loader	12
3.1 Purpose	12
3.2	Process Description	12
3.3 Database Objects	13
4. iSupport Data Migration	14
4.1 Purpose	14
4.2 Process Description	14
4.3 Database Objects	20
5. DbInitalizer Tool Configuration Properties File	21






	
iSupport – Db Initializer
	
                     Page - 3	Last Updated: Feb 12, 2019

[bookmark: intro][bookmark: _Toc296610251][bookmark: _Toc292221661]INTRODUCTION	

The design document provides detailed information about the Db Initializer tool. This is a supporting tool for iSupport Case management System. The document describes the complete functionality of the tool, and includes screen shots of the screen layouts to augment the narrative. 

[bookmark: Date][bookmark: screen][bookmark: _Toc296610252][bookmark: _Toc292221662]
DETAILS	

The Db Initializer – Database Installation tool is used to install database objects like tables, views, procedures and functions of iSupport application. This tool can also be used to load DML scripts and form XSLs. Additionally, data migration functionality is included in this tool.  
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DESCRIPTION:	The Db Initializer tool is a supporting tool used for installing iSupport database objects. Authorized iSupport admin users can use this tool to install database objects.  
In addition to this, data migration utility is added to the tool. It reads the data from database and uses encryption or re-encryption API to perform data encryption and reloads the encrypted data back to the iSupport database tables.

DESIGN: 


iSupport Database Installation Tool – View 1:









The Db Initializer tool has 4 components, Currency Loader, Script Executor, FormXSL Loader and iSupport Data Migration. 
· Currency Loader – This component is used to load currency exchange rates into iSupport database.  
· Script executor – This component is used to install database objects of iSupport.
· FormXSL Loader – This component is used to install FormXSLs to iSupport database.		
· iSupport Data Migration – This component reads the data from the iSupport database tables and get the encrypted / re-encrypted data by using the Vault API services and then load it back to the same tables.

NOTE: 
1. To use the tool, open that DbInitializer.jar file by double clicking / using command prompt by giving the command “Java -jar DbInitializer.jar” 
2. The log files folder “DbInitializer” will be created inside the folder which contains the executable jar. (Log files will be created inside the folder \DbInitializer\)
Prerequisites:  JRE 1.8 to be installed in the system.

1. [bookmark: _Toc14171187]Currency Loader
Upon clicking the Currency Loader button in the Database Installation tool the Currency Loader popup will be displayed.


[bookmark: _Toc14171188]1.1 Purpose

This program loads the Currency exchange rates file data into iSupport database table.  
When user clicks on ‘Execute’ button, the process reads the exchange rates text file given as input in the Currency File path and loads the exchange rates in REF_CURRENCY_EXCHANGE_RATE (VCEXR) table and then moves the processed file to the path provided in the Processed Path.

[bookmark: _Toc14171189]1.2 Process Description
	
The exchange rates file contains updated foreign exchange rates from one currency to other currency. Each record should have ‘from currency code’ length of 3 characters, one space, ‘to currency code’ length of 3 characters, one space and exchange rate length of 12 characters.
Currency codes should be valid ISO codes. And the exchange rate format should be ‘999999999.99’. Each record length in the file should be 20 characters.
· The program reads the database configuration details from the Properties file and establishes connection with the iSupport database.

· Reads the input currency file LOADCUREXT.TXT data.

· Matches with the ‘from currency’ code and ‘to currency’ code with existing currency exchange rates table VCEXR data present in iSupport database. 

· If the same combination exists in VCEXR table, the existing record will be end validated and new exchange rate from file will be insert into the table.

· If matched record not found, the process inserts it as a new record into the VCEXR table

· Once the process completes “Completed successfully” informational message is shown in the status bar.

· If encountered any error in the process, the status bar shows “Execution failed” message.

· Logs the error encountered or successful completion in DbInitializer log file and in VBSTL table for future reference.


1.3 [bookmark: _Toc368139629][bookmark: _Toc440382529][bookmark: _Toc14171190]Input File(s) 

	NO
	
NAME OF THE FILE

	FILE FORMAT
	TRANSFER MECHANISM
	FILE LOCATION
	ESTIMATED SIZE (IN MB’S)

	1
	 LOADCUREXT.TXT
	ASCII formatted text file
	N/A
	User choice
	Variable


[bookmark: _Toc368139630]
Sample File


1.1.1 [bookmark: _Toc440382530][bookmark: _Toc14171191] File Layout

	FIELD NAME
	POSITION
	LENGTH
	TYPE
C-CHAR
D-DATE
N-NUMBER
	FORMAT / DEFAULT VALUE
	DESCRIPTION

	FROM-CURRENCY
	1 - 3
	3
	C
	space
	Currency Code (ISO code)

	FILLER
	4 – 4
	1
	
	space
	

	TO-CURRENCY
	5 – 7
	3
	C
	space
	Currency Code (ISO code)

	FILLER
	8 – 8
	1
	
	space
	

	EXCHANGE RATE
	9 - 20
	11,2
	N
	
999999999.99
	Exchange rate from one currency to other currency




1.1.2 [bookmark: _Toc368139631][bookmark: _Toc440382531][bookmark: _Toc14171192]  Mapping table 

	SOURCE
	TARGET 

	FROM-CURRENCY
	VCEXR.CD_CURRENCY_FROM

	TO-CURRENCY
	VCEXR.CD_CURRENCY_TO

	EXCHANGE RATE
	VCEXR.CURR_EXCHANGE_RATE





[bookmark: _Toc14171193]1.4 Database Objects

	1.4.1 Tables:
· VCEXR
· VGLEC

1.4.2 Procedures:
	
· BATCH_LOAD_CUR_EXT_RATE$SP_LOAD_CUR_EXT_RATE
· SP_GEN_SEQ_TXN_EVENT_HB


2. [bookmark: _Toc14171194]Script Executor
Upon clicking the Script Executor button in the Database Installation tool the Script Executor popup will be displayed.


[bookmark: _Toc14171195]2.1 Purpose

The Script Executor is responsible for initializing the database. It installs the database objects in iSupport database as per the instruction sheet supplied and makes it ready for the iSupport application to use. It executes a set of SQL scripts on the target database.
The instruction sheet contains the path and file names of all the scripts to be executed. In case of any error during execution, the tool prompts the user to resume or execute (i.e. to start from the beginning) so user can pick his choice after fixing the error. 

[bookmark: _Toc14171196]2.2 Process Description

This process creates the database objects like tables, views, procedures and functions in iSupport database as per the instruction sheet supplied. It also loads the DML scripts provided in the instruction sheet
· The program reads the database configuration details from the Properties file and establishes connection with the database.

· The script executor requires three inputs. Root path, instruction file path and properties.

· Reads the directory paths given as user input.
The path to the actual script files is separated into two parts. 
1. Source File Path (i.e. Root Path)
2. Instruction Sheet File Path (i.e. Instruction file path)
The Source File path contains the root directory where the script is located
Example:  
D:/ISupportSVN 
The Instruction Sheet File contains the rest of the target file path 
Example: 
DB\Scripts\DDL\ADDRESS_DETAILS.sql
DB\Scripts\DML\REF_ACTIVITY_CAT_ROLE.SQL
DB\Function\SPKG_ACTV$SF_IS_VALID_MAJOR_ACTIVITY.sql

Script Executor architecture:


· The Path walker combines the separated paths and feeds each script file to the QueryProvider.

· The query provider parses the .SQL file and feeds each query to the QueryExecutor.

· The query executor fetches a connection from the DbConnector and executes the provided query on the target database.

· It displays the processed file counts during execution in the status bar.
· “Completed successfully!” informational message will be shown in the status bar upon successful completion.

· Logs the errors encountered or successful completion in DbInitializer log file for further reference.

· If encountered any error “Execution failed!” message is shown in the status bar. 
· After fixing the error, user can resume the execution by using “resume” button or can start from the beginning by using “execute” button. (It is user responsibility to choose ‘resume’ or ‘execute’ button based on error log and files provided in the instruction sheet). 



2.2.1 For Running in the Archival Database.



The process is same as explained above for running script executor in the Archival Database except the changes listed below.
· The instruction sheet provided in “Instruction Sheet File Path:” field should be related to Archival database objects. 
· Archival radio button to be selected. 
· Additionally the Actual database name should be provided as user input before clicking execute button. 


3. [bookmark: _Toc14171197]FormXSL Loader
Upon clicking the FormXSL Loader button in the Database Installation tool, file chooser popup will be displayed to select the Xsl directory as shown below.


[bookmark: _Toc14171198]3.1 Purpose

This program loads the forms templates (boiler plates) into iSupport database that are used in the notice generation process of iSupport.  
It reads the .XSL files from different language folders available in the given input path and loads into REF_NOTICE_VERSIONS (VNVER) table.

3.2 [bookmark: _Toc14171199]Process Description

· The program reads the database configuration details from the Properties file and establishes connection with the database.

· Reads the XSL directory path given as user input 
Eg: C:\iSupport-MYSQL\ UI\iSupport\iSupportWeb\WebContent\formsxsl\

· The FormXsl loader reads all the .XSL files as a stream of bytes. Then this is loaded in to the iSupport database using the procedure SP_XSL_TEMPLATE.

· After successfully loading all the .XSL files, “Xsl Loaded successfully” informational message is shown in the status bar.

· If encountered any error during the process, the status bar shows “Error!” message.

· Logs the errors encountered or successful completion in DbInitializer log file for further reference.

[bookmark: _Toc14171200]3.3 Database Objects

	3.3.1 Tables:
· VNVER

3.3.2 Procedures: 

·  SP_XSL_TEMPLATE



[bookmark: _Toc14171201]4. iSupport Data Migration
Upon clicking the iSupport Data Migration button in the Database Installation tool the iSupport Data Migration popup will be displayed as shown below.
[bookmark: _Toc440382521]

[bookmark: _Toc14171202]4.1 Purpose

Data migration process updates the plain text to encrypted data or re-encrypt the existing encrypted data in the database table columns (i.e. Table columns which is required for encryption / re-encryption).

[bookmark: _Toc440382522][bookmark: _Toc14171203]4.2 Process Description

Data migration process reads the data from the iSupport database tables and get the encrypted / re-encrypted data by using the Vault API services and then load it back to the same tables by changing the table column data type to VARBINARY.
Upon clicking the iSupport Data Migration button on Db Initializer tool, the iSupport Data Migration popup displays
This utility has the following options:
1. Encryption
2. Re-Encryption
3. Data Validation

These can be performed on iSupport database or Archival database by choosing the radio buttons of Online Database or Archival Database.
Upon clicking on the start button, the following confirmation message will be shown to drop and re-create the foreign keys in the database for Encryption or Re-Encryption options.



If user click on ‘Yes’, then the following file chooser window will open, so that the user can choose the foreign key create script file (.SQL).

Once the user selects the required file “ForeignKeys.SQL”, the program drops all the existing foreign keys in the iSupport database and it creates the same foreign keys again after completing the data migration process. This is required to avoid the errors during data migration process and while changing the datatype of encrypted columns to VARBINARY.
If user clicks on ‘No’ button then the program do not drop the foreign keys and continue with the process of data migration. This will be useful in scenarios, where one or two missed/errored table’s migration is required.   
4.2.1 Encryption Utility:

Encryption utility reads existing iSupport data (plain text) from the database tables, get the encrypted data (cipher text) by using the restful service and loads it back to the same tables by changing the column data type. The process steps are listed below.
· The program reads the database configuration details from the Properties file and establishes connection with the database that needs encryption (Ex: iSupport online database, iSupport archive database).

· If there is no table exists for data migration (i.e. ENCTABCOL table has no rows with ENCRYPTED_INDC column as null or ENCTABCOL table has no values) in the database, then the following information message will be shown.



· The list of columns identified for encryption should be available in the database table ENCTABCOL (this table is preloaded through script) with Encrypted_INDC as “null”.

· For each table, the process reads all the table columns from information schema and collects the data from the database schema. Along with, it reads the columns identified for encryption from the ENCTABCOL table having null in the column Encrypted_INDC. 

· The process creates two lists, one with all the columns & data and another one with only the columns & data that needs encryption.

· The data encryption utility process sends the second list as DTO to restful service for encryption. Restful service interacts with vault and returns the encrypted data.

· Updates the encrypted data in the first list and the list values are written into a text file.

· Truncate the database table and changes the data type of the table column to VARBINARY and loads the data from the text file to the table. 

· Once the table is successfully loaded with encrypted data, then the process updates ENCTABCOL table with Encrypted_INDC as ‘Y’, for all the records of encrypted table. 

· Repeat the same process for each table that was identified for re-encryption.

· Once the data migration is completed successfully, the following information message will be shown



4.2.2 Re-Encryption Utility:



When the state changes the encryption key on vault, the existing encrypted data in the database needs to be re-encrypted with the newly generated key by using reencrypt API. 
Re-encryption utility reads existing iSupport data (cipher text) from the database tables and uses restful service (reencrypt API) to get the encrypted data (cipher text formed with new key) and it loads the encrypted data back to the same tables.

· The program reads the database configuration details from the Properties file and establishes connection with the database that needs re-encryption (Ex: iSupport online database, iSupport archival database).

· If there is no table exists for data migration (i.e. ENCTABCOL table has no rows with ENCRYPTED_INDC column as null or ENCTABCOL table has no values) in the database, then “No table exists for migration, do you want to continue” information message will be shown.

· The list of columns identified for re-encryption should be available in the database table ENCTABCOL (this table is preloaded through script) with Encrypted_INDC as “null”.

· For each table, the process reads all the table columns from information schema and collects the data from the database schema. Along with, it reads the columns identified for re-encryption from the ENCTABCOL table having null in the column Encrypted_INDC. 

· The process creates two lists, one with all the columns & data and another one with only the columns & data that needs re-encryption.

· The re-encryption utility process sends the second list as DTO to restful service for re-encryption. Restful service interacts with vault and obtains the re-encrypted data.

· Updates the re-encrypted data in the first list and the list values are written into a text file.

· Truncate the database table and loads the data from the text file to the table. 
· Once the table is successfully reloaded with re-encrypted data, then the process updates ENCTABCOL table with Encrypted_INDC as ‘Y’, for all the records of re-encrypted table. 

· Repeat the same process for each table that was identified for re-encryption.

· Once the data migration is completed successfully, the “Data migration program has been completed without any errors” information message will be shown.

Reencrypt rest API should be used only by Re-encryption utility to convert the existing encrypted data with new key. 



 
4.2.3 Data Validation Utility:



Data validation utility is used to cross verify, whether any plain text is exists in the encrypted identified table column. 
The program reads the database configuration details from the Properties file and establishes connection with the database that needs data validation (Ex: iSupports online database, archival database).
· The list of columns identified for data validation should be available in the database table ENCTABCOL (this table is preloaded through script) with Encrypted_INDC as “null”.

· Please make sure that the iSupport database table ‘ENCTABCOL’ has valid records and the ‘Encrypted_INDC’ table column value should be null to use the option Data Validation to validate the encrypted data.  

· If the ‘ENCTABCOL.Encrypted_INDC’ table column is not null, execute the below update statement in the iSupport database to make the column values as null before using the data validation option.

UPDATE ENCTABCOL SET ENCRYPTED_INDC = NULL;

· After clicking the start button the process reads all the iSupport tables from the database. 

· For each table, the process reads all the table columns from information schema and collects the data from the database schema. Along with, it reads the columns identified for data validation from the ENCTABCOL. Then the process checks, whether any plain text is exists in the encrypted data. If exists, then it inserts that table name, column name and plain text in other table called ISUPPORT_DATA_MIGRATION_VALIDATION.

· [bookmark: _GoBack]Then the process updates the value to ‘I’ in ENCTABCOL.Encrypted_INDC column for the table and column record.

· If the table column do not have any plain text, then the ENCTABCOL.Encrypted_INDC column will be updated with ‘Y’ for that record.






[bookmark: _Toc14171204]4.3 Database Objects

	4.3.1 Tables:
· ENCTABCOL
· ALTERSCRIPTS_TBL
· ISUPPORT_DATA_MIGRATION_VALIDATION

4.3.2 Procedures:
		
· SP_DROP_FOREIGN_KEYS
· SP_COL_FOR_ENCRYPTION
· SP_VARBINARY_ALTER_STMT
· SP_INSERT_VALIDATION_DATA






[bookmark: _Toc14171205]5. DbInitalizer Tool Configuration Properties File
File Name: Config.props
Online Database Properties:
# JDBC URL configuration
JDBC_URL = jdbc:mysql://192.168.1.203:3306/isupport_encrypt_db?enabledTLSProtocols=TLSv1.2&clientCertificateKeyStoreUrl=file:./Certificates/mynewkey.jks&clientCertificateKeyStorePassword=111111	Comment by QA Fix: If the database is not SSL, then no need to mention the JKS file path. 
Eg: JDBC_URL = jdbc:mysql://192.168.1.203:3306/isupport_encrypt_db

# JDBC Driver Class
DRIVER_CLASS = com.mysql.jdbc.Driver
# Database User Name
USERNAME = isupportencryptdb
# Database Password
PASSWORD = isupportencryptdb
# Database Name
TABLE_SCHEMA = isupport_encrypt_db
ARCHIVAL Database Properties:
# JDBC URL configuration
AR_JDBC_URL = jdbc:mysql://192.168.1.203:3306/isupport_encrypt_test_arch?enabledTLSProtocols=TLSv1.2&clientCertificateKeyStoreUrl=file:./Certificates/mynewkey.jks&clientCertificateKeyStorePassword=111111	Comment by QA Fix: If the database is not SSL, then no need to mention the JKS file path. 
Eg: JDBC_URL = jdbc:mysql://192.168.1.203:3306/isupport_encrypt_db
# JDBC Driver Class
AR_DRIVER_CLASS = com.mysql.jdbc.Driver
# Archival Database User Name
AR_USERNAME = isupportencryptdb
# Archival Database Password
AR_PASSWORD = isupportencryptdb
# Archival Database Name
AR_TABLE_SCHEMA = isupport_encrypt_db
# Procedure Name to be Executed 
ARCHIVE_PROC = BATCH_ARCHIVE$SP_INSERT_ACTUAL_DB(?)




VAULT Properties:
# Vault Encryption End Point URL
VAULT_ENCRYPTION_URL = http://192.168.1.3:9090/vaultconnector/vault/encrypt?isupportContext=iSupportHashi
# Vault Decryption End Point URL
VAULT_DECRYPTION_URL = http://192.168.1.3:9090/vaultconnector/vault/decrypt?isupportContext=iSupportHashi
# Vault ReEncryption End Point URL
VAULT_REENCRYPTION_URL = http://192.168.1.3:9090/vaultconnector/vault/reencrypt?isupportContext=iSupportHashi
# OAuth Token End Point URL
OAUTH_ENDPOINT_URL =http://192.168.1.3:9090/vaultconnector/oauth/token
# Authentication User Name
CRYPT_USERNAME = admin
# Authentication Password
CRYPT_SECRET = admin
# Vault Client ID
CLIENT_ID = vault-client
# Vault Client Password
CLIENT_SECRET = vault-secret
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