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[bookmark: _Toc273388607]INTRODUCTION	


The screen design solution document provides detailed information about a screen in the iSupport Case management System. The document describes the complete functionality of the screen, and includes mock-up screen shots of the proposed screen layouts to augment the narrative. 

[bookmark: _Toc273388608]
SCREEN DETAILS	

RLSA –The RLSA screen is used to create roles, and assign/modify screen access privileges. The screen is also used to view and modify existing screen access privileges for the roles.  



SCREEN ID:		RLSA - Role Screen Access Entry  



SCREEN DESCRIPTION:	The RLSA Screen allows the authorized user to assign and view access privileges for screen functions and role descriptions, for all roles that have been defined in the system.  The screen enables the authorized user to view, add, or modify, the screen access permissions. Authorized users can create new roles and assign screen access permissions to the newly created role.  

SCREEN DESIGN: 

View By Role



 [image: ]








View By Screen
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Add Role	
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Modify Role
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Modify Role by Screen
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SCREEN PROCESS:

RLSA will support the following screen functions, which will enable authorized users to manage the screen and task level access permissions.   

· View By Role – Using this screen function, authorized users can review which screen functions are accessible to the selected role.  Users will inquire using a specific role. 
· View By Screen – Using this screen function, authorized users can review which roles have permissions to access the screen functions associated with the selected screen. Users will inquire using a specific screen acronym. 
· Add Role - This screen function enables authorized users to create new roles in iSupport. 
· Modify Role – This screen function enables authorized users to modify access permissions of a specific role. Users will inquire using a specific role, and add or remove screen function access for the selected role. 
· Modify Role By Screen – This screen function enables authorized users to modify access permissions of a specific screen function. Users will inquire using a screen, and set the roles that can or cannot have access to the associated screen functions.

INQUIRE MODE:

· To view current screen access privileges for a given role, the user must first select the View By Role screen function, select a Role from the select filters, and click the Find button. 
· To select a role, the user may enter the Role description code in the Role field, or click the lens icon next to the Role field, to select from a list. 
· The system will display existing screen access privileges for the role. 
· To view roles that have screen access privileges for a given screen, the user must first select the View By Screen function, select a Screen from the select filters, and click the Find button. 
· To select a screen, the user may enter the 4 letter screen acronym into the Screen field, or click the lens icon next to the Screen field, to select from a list. 
· The system will display existing roles and indicate the roles that have access privileges on the selected screen. 
· The details grid will display the following information: 
· Screen: Name of a screen in iSupport. If the user selected a specific screen in the select filters, then the screen name will match the screen name entered by the user. When inquiring by role, the system displays all the screens in the details grid. 
· Role: Description of the selected role, if the user entered a role in the select filters. When inquiring by screen, the system will display all the roles from iSupport in the grid. The role is repeated for each screen listed in the grid	. 
· Screen Function: Screen functions associated with the screen in the corresponding row. If the screen has multiple screen functions, then each screen, role, and screen function combination is displayed in a separate row. The screen function is repeated for each unique screen and role combination listed in the grid. 
· Screen Access: Indicates the action that can be performed by the role on the screen function. The users may have access to View, and/or Add, and/or Modify, and/or Delete information on these the screens, within the corresponding screen functions. 
· Accessible: If there is check mark in the Accessible check box, then the role in that row has the required privileges to perform the actions on the screen and screen function in the same grid row. No check mark in the check box indicates that the role does not have access to the corresponding screen and screen function. 

ADD MODE:

· To create a new role, the user must first select the Add Role screen function, enter a Role Name, select a Role Like from the select filters, and click the Find button. 
· The Role Name field is used to enter a name for the role being created.
· To select a similar role, the user must enter the Role description code in the Role Like field, or click the lens icon next to the Role Like field, to select from a list. 
· The Role Like field is used to select an existing role as a basis for creating the new role. Once a Role Like is selected, the system displays the screen access permissions for the existing role, in the detailed grid. 
· Once the new role is created, all screen access permissions available on the existing role are automatically assigned to the newly created role. The user can modify the screen access functions on the new role via the Modify Role screen function. 
· The Role Name field is used to enter the role name of the role being created.
· Only one (1) role may be added at a time. 
· The user must click on the ‘Add’ icon to save changes. If there are no errors, the system will display a confirmation message to the user and save the new role information. A new Role ID is generated and assigned to the role, and the new role will now be available immediately in the system. 

MODIFY MODE:

· To add new or remove current screen access privileges for a given role, the user must first select the Modify Role screen function, select a Role from the select filters, and click the Find button. 
· To select a role, the user may enter the Role description code in the Role field, or click the lens icon next to the Role field, to select from a list. 
· The system will display existing screen access privileges for the role.
· To add new or remove current screen access privileges of a role on a specific screen, the user must first select the Modify Role by Screen function, select a Screen from the select filters, and click the Find button. 
· To select a screen, the user may enter the 4 letter screen acronym into the Screen field, or click the lens icon next to the Screen field, to select from a list. 
· The system will display existing roles and indicate the roles that have access privileges on the selected screen
· The details grid will display the following information: 
· Screen: Name of a screen in iSupport. If the user selected a specific screen in the select filters, then the screen name will match the screen name entered by the user. When inquiring by role, the system displays all the screens in the details grid. 
· Role: Description of the selected role, if the user entered a role in the select filters. When inquiring by screen, the system will display all the roles from iSupport in the grid. The role is repeated for each screen listed in the grid. 
· Screen Function: Screen functions associated with the screen in the corresponding row. If the screen has multiple screen functions, then each screen, role, and screen function combination is displayed in a separate row. The screen function is repeated for each unique screen and role combination listed in the grid. 
· Screen Access: Indicates the action that can be performed by the role on the screen function. The users may have access to View, and/or Add, and/or Modify, and/or Delete information on these screens, within the corresponding screen functions. 
· Accessible: If there is check mark in the Accessible check box, then the role in that row has the required privileges to perform the actions on the screen and screen function in the same grid row. No check mark in the check box indicates that the role does not have access to the corresponding screen and screen function. The user can add or a remove a check box from the Accessible check box, to grant or revoke screen access permissions, respectively, for the role screen combination. 

· User must click on the Modify icon to save changes. The system will save the changes and display a confirmation message to the user. 

· If the screen access permissions are revoked, the role will no longer have any type of access to the screen function(s) selected.

· When a screen function had access privileges removed for all roles, then the screen function will remain listed on the screen but will be disabled.  Users will not be able to access the screen function. 

New Roles Information:

Following new roles are introduced in the iSupport system where can have the corresponding access
· RQ001 – Central Admin
This role worker can have access to admin, user and reference data management screens. Worker with this role can add workers in all jurisdictions in the country (if exists).

[bookmark: _GoBack]Central Admin worker will not have access to modify the screen access rights for Central Admin. He can modify screen access rights for other roles.
If this Central Admin role worker try to modify the screen access rights for the Role “Central Admin” in RLSA screen, the system will throw error “Worker does not have access to this record”.  

· RJ001 – Jurisdiction Admin
This role worker can have access to user maintenance screen only. Worker with this role can add worker in their corresponding jurisdiction. This role can be assigned to worker only by Central admin role worker

· RH001 – Central Customer Service 
This role is Help Desk role. This role worker can have access to all view only screens including reference data management screens. This role can be created only by Central admin role worker
This worker can have access to create a note. This role can be created only by Central admin role worker.

Following roles access was modified for iSupport screens access
· RM001 – MANAGER A , RN001 – MANAGER B 
For this role workers, Add/Modify access was removed for admin and reference data management screens. Worker with this role can add other workers in their jurisdiction or in the country (if no jurisdiction exists in the country) and they will have full control over case data.

To manage admin and reference data maintenance screens worker should have Central Admin (RQ0001) role. MANAGER role workers will have all access to transaction data management screens.

If there is no Jurisdiction in the country’s iSupport, the worker that has both MANAGER A and Central Admin roles will have full access to all iSupport functions. This combination will work similar to the MANAGER roles defined in initial iSupport requirements of “ANNEX 1- Deliverables Document”.

· Below attached spread sheet has the list of all roles and their access rights to different screens used in iSupport







FIELDS POPULATED WITH STICKY DATA:

	#
	SCREEN ELEMENT
	FIELD NAME

	1
	N/A
	N/A
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  SCREEN ELEMENT MATRIX:  

	SCREEN ELEMENT
	DESCRIPTION
	SIZE
	REQUIRED, OPTIONAL, DISPLAY FOR INQUIRE, ADD,
UPDATE, DELETE
	EDITS FOR INQUIRE, ADD,
UPDATE, DELETE
	DATA 
DICTIONARY
 LOOKUP

	
	
	
	I
	A
	U
	D
	EDIT
	I
	A
	U
	D
	ERROR
	

	SCREEN FUNCTIONS:

	View By Role
	This screen function allows the user to view Roles and screen function privileges by filtering by a Role name.
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-

	View By Screen
	This screen function allows the user to view Roles and screen function privileges by filtering by a Screen name.
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-

	Add Role
	This screen function allows the user to add a new role and screen function privileges based on an existing role.
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-

	Modify Role
	This screen function allows the user to modify an existing role and screen function privileges.
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-

	Modify Role By Screen
	This screen function allows the user to modify a role and screen function privileges for a specific screen.
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-

	SELECT FILTER : VIEW BY ROLE

	Role 
(LOV)
	This field is used to enter the role to be viewed by typing in the role code or selecting it from the associated LOV pop-up.
	43
	R
	-
	-
	-
	ENTER REQUIRED FIELDS
	Y
	-
	-
	-
	
	VRLSA
(ID_ROLE)
VROLE
(ROLE_NAME)

	SELECT FILTER : VIEW BY SCREEN

	Screen 
(LOV)
	This field is used to enter the screen to be viewed by typing it in or selecting it from the associated LOV pop-up, 
	4
	R
	-
	R
	-
	ENTER REQUIRED FIELDS


	Y
	-




	Y
	-




	


	VRLSA
(ID_SCREEN)


	Untitled
(Screen name)
	This field displays the full name of the screen associated with the 4 letter acronym entered by being typed in or selected from the Screen Name LOV.
	120
	D
	-
	-
	-
	-
	-

	-

	-

	-

	-
	VREFM
(DESC_VALUE)

(SCRN/SCRN)

	SELECT FILTER : ADD ROLE

	Role Name

	This required field is used to enter the role name of the role being created. 
	30
	D
	R
	-
	-
	ENTER REQUIRED FIELDS 


INVALID VALUE
	-



-
	Y



Y
	-



-
	-



-
	
	VROLE
(ROLE_NAME)

	Role ID
	The system assigned identification number for the selected role. 
	10
	D
	D
	-
	-
	-
	-

	-

	-

	-

	-

	VROLE
(ID_ROLE)

	Role Like
(LOV)
	This field is used to select an existing role that has similar screen access privileges to those desired for the new role."
	43
	D
	R
	-
	-
	ENTER REQUIRED FIELDS
	-
	Y
	-
	-
	
	VROLE
(ID_ROLE)
VRLSA
(ROLE_NAME)

	SELECT FILTER : MODIFY ROLE

	Role 
(LOV)
	This field is used to enter the role to be modified by typing in the role code or selecting it from the associated LOV pop-up.
	43
	D
	-
	R
	-
	ENTER REQUIRED FIELDS
	-
	-
	Y
	-
	
	VROLE
(ID_ROLE)
VRLSA
(ROLE_NAME)

	SELECT FILTER: MODIFY ROLE BY SCREEN

	Screen
(LOV)
	This field is used to enter the screen to be viewed by typing it in or selecting it from the associated LOV pop-up.
	4
	R
	   -
	R
	 -
	ENTER REQUIRED FIELDS

	Y



	-



	Y




	 -




	
	VRLSA
(ID_SCREEN)


	Untitled
(Screen name)
	This field displays the full name of the screen associated with the 4 letter acronym entered by being typed in or selected from the Screen Name LOV.

	120
	D
	-
	-
	-
	-
	-
	-

	-

	-

	-
	VREFM
(DESC_VALUE)

(SCRN/SCRN) 

	DETAILS GRID (COMMON FOR ALL THE SCREEN FUNCTIONS) : 
VIEW BY ROLE/ VEIW BY SCREEN/ ADD ROLE/ MODIFY ROLE/ MODIFY ROLE BY SCREEN

	Screen

	A listing of all screens within the application is displayed in this area.  
	4
	D

	D
	D
	-
	-
	-
	-
	-
	-
	-
	VRLSA
(ID_SCREEN)


	Role

	A listing of all role names for the corresponding screen.
	30
	D
	D
	D
	-
	-
	-
	-
	-
	-
	-
	VROLE
(ROLE_NAME)

	Screen Function
	This field will display all the screen functions for the given screen.
	100
	D
	D
	D
	-
	-
	-
	-
	-
	-
	-
	VSCFN
(NAME_SCREEN_FUNCTION)

	Screen Access
	This column will display all the privileges of each screen function (values include View, Add, Modify, or any combination thereof) matching the screens and roles selected in the Select Filters.
	35
	D
	D
	D
	-
	-
	-
	-
	-
	-
	-
	VSCFN
(IND_ACCESS_ADD)
(IND_ACCESS_DELETE)
(IND_ACCESS_VIEW)
(IND_ACCESS_MODIFY)

	Accessible (Check Box)
	This checkbox field is used to indicate if that role has the Required Access to the given screen and screen function. The default value will be unchecked.
	1
	D
	-
	O
	-
	-
	-
	-
	-
	-
	-
	
VRLSA
(IND_ACCESS)
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iSupportRoles_Upd ated_ForJurisdictionModel.xlsx


iSupportRoles_Updated_ForJurisdictionModel.xlsx
Latest Role access

		NAME_SCREEN_FUNCTION		REF Screens		ID_SCREEN		CASEWORKER B AND REGISTRAR		ACCOUNTANT A		CASEWORKER A AND REGISTRAR		REGISTRAR A		MANAGER A		VIEWER		CASEWORKER C		ACCOUNTANT B		REGISTRAR B		CASEWORKER A		MANAGER B		CASEWORKER C & REGISTRAR		CASEWORKER B		Central Admin		Central Customer Service		Jurisdiction Admin

		Modify Major Activities 		Y		ACTV		N		N		N		N		N		N		N		N		N		N		Y		N		N		Y		N		N

		Modify Minor Activities 		Y		ACTV		N		N		N		N		N		N		N		N		N		N		Y		N		N		Y		N		N

		View Major Activities 		Y		ACTV		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		View Minor Activities 		Y		ACTV		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Add Address and Status		N		AHIS		Y		N		Y		N		Y		N		N		N		N		Y		Y		N		Y		N		N		N

		Modify Address and Status		N		AHIS		Y		N		Y		N		Y		N		N		N		N		Y		Y		N		Y		N		N		N

		View Address History		N		AHIS		Y		Y		Y		Y		Y		N		N		N		N		Y		Y		N		Y		N		Y		N

		Modify Documents Associated		Y		ANXT		N		N		N		N		N		N		N		N		N		N		Y		N		N		Y		N		N

		View Next Activity		Y		ANXT		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Review Batch Status Log		Y		BSTL		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		View Batch Errors		Y		BSTL		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		Y		N

		Add CADS Information		Y		CADS		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		Update CADS Information		Y		CADS		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		View CADS Information		Y		CADS		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Case Overview		N		CASV		Y		Y		Y		Y		Y		Y		Y		N		Y		Y		Y		Y		Y		N		Y		N

		Create Case		N		CCRT		Y		N		Y		Y		Y		N		Y		N		Y		Y		Y		Y		Y		N		N		N

		Manage Case Information		N		CCRT		Y		N		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		View Applications		N		CCRT		Y		Y		Y		Y		Y		Y		Y		N		Y		Y		Y		Y		Y		N		Y		N

		Manage Convention Case Processes		N		CPRO		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		Manage Neutral Case Processes		N		CPRO		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		Manage Regulation Case Processes		N		CPRO		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		Modify Alert Days		N		CPRO		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		View Case Journal		N		CPRO		Y		Y		Y		Y		Y		Y		Y		N		Y		Y		Y		Y		Y		N		Y		N

		Assign Workers to a Case		N		CWRK		N		N		N		N		Y		N		N		N		N		N		Y		N		N		N		N		N

		Modify Actor Demographics		N		DEMO		Y		N		Y		N		Y		N		N		N		N		Y		Y		N		Y		N		N		N

		View Actor Demographics		N		DEMO		Y		Y		Y		Y		Y		N		N		N		N		Y		Y		N		Y		N		Y		N

		Manage Documents		N		EDOC		Y		Y		Y		Y		Y		Y		Y		N		Y		Y		Y		Y		Y		N		N		N

		Modify Error Message Description		Y		EMSG		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		View Error Messages		Y		EMSG		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Add / Modify Decision 		N		FDMO		N		Y		Y		N		Y		N		N		Y		N		Y		N		N		N		N		N		N

		Manage Obligations		N		FDMO		N		Y		Y		N		Y		N		N		Y		N		Y		N		N		N		N		N		N

		Monitor Funds		N		FDMO		Y		Y		Y		N		Y		N		Y		Y		N		Y		Y		Y		Y		N		N		N

		Add Income and Expenses		N		FINS		Y		Y		Y		Y		Y		N		Y		Y		N		Y		Y		Y		Y		N		N		N

		Modify Income and Expenses		N		FINS		Y		Y		Y		Y		Y		N		Y		Y		N		Y		Y		Y		Y		N		N		N

		View Income and Expenses		N		FINS		Y		Y		Y		Y		Y		Y		Y		Y		N		Y		Y		Y		Y		N		Y		N

		View iSupport Transactions		N		ICOR		Y		N		Y		Y		Y		N		Y		N		Y		Y		Y		Y		Y		N		Y		N

		Create Financial Note		N		NOTE		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		Create Manual Task		N		NOTE		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		N		N

		Create Note to File		N		NOTE		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		Y

QA FIX: QA FIX:
Customer Support will communicate through this ?		N

		View  /  Update All Notes		N		NOTE		Y		Y		Y		N		Y		N		Y		N		N		Y		Y		Y		Y		N		Y		N

		View and Print Documents		N		NPRO		Y		Y		Y		N		Y		Y		Y		N		N		Y		Y		Y		Y		N		Y		N

		Modify Document Attributes		Y		NREF		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		Modify Document Template		Y		NREF		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		View Document Attributes		Y		NREF		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		View Document Template		Y		NREF		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Add Other Party Information		N		OTHP		Y		N		Y		Y		Y		N		N		N		Y		N		Y		Y		N		N		N		N

		Modify Other Party Information		N		OTHP		Y		N		Y		Y		Y		N		N		N		Y		N		Y		Y		N		N		N		N

		View Other Party Information		N		OTHP		Y		N		Y		Y		Y		N		N		N		Y		N		Y		Y		N		N		Y		N

		Add Reference Code		Y		REFM		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		Delete Reference Code		Y		REFM		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		Modify Reference Code		Y		REFM		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		View Reference Code		Y		REFM		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Add Role		Y		RLSA		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		Modify Role		Y		RLSA		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		Modify Role By Screen		Y		RLSA		N		N		N		N		N		N		N		N		N		N		N		N		N		Y		N		N

		View By Role		Y		RLSA		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		View By Screen		Y		RLSA		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		N

		Search for Cases/Actors		N		SRCH		Y		Y		Y		Y		Y		Y		Y		N		Y		Y		Y		Y		Y		N		Y		N

		Add a User Profile		Y		USEM		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		N		Y

		Modify a User Profile		Y		USEM		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		N		Y

		Reassign Users Associated with Supv/Mngr		Y		USEM		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		N		Y

		View a User Profile		Y		USEM		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		Y

		View Users Associated with Supv/Mngr		Y		USEM		N		N		N		N		Y		N		N		N		N		N		Y		N		N		Y		Y		Y

		Modify Alerts		N		WRKL		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y		Y

		iSupport Statistics		N				N		N		N		N		Y		N		N		N		N		N		Y		N		N		N		N		N






